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ABSTRAK 

Deteksi tumor otak menggunakan Magnetic Resonance Imaging (MRI) sangat 

penting dalam proses diagnosis. Model deep learning menawarkan potensi besar 

dalam meningkatkan efisiensi diagnosis, tetapi penelitian terdahulu menunjukkan 

bahwa model-model ini rentan terhadap gangguan kecil pada data, yang dapat 

menurunkan akurasi prediksi secara drastis dan berpotensi menyebabkan kesalahan 

diagnosis medis. Kompleksitas arsitektur yang semakin meningkat menimbulkan 

kekhawatiran terkait robustness, terutama pada aplikasi medis yang memerlukan 

prediksi yang konsisten dan tahan terhadap noise pada citra. Salah satu model yang 

digunakan untuk deteksi adalah Real-Time Detection Transformer (RT-DETR), 

yang berbasis arsitektur Transformer. Analisis robustness model ini dilakukan 

melalui pengujian menggunakan serangan adversarial, yaitu teknik yang 

menambahkan gangguan kecil pada citra untuk menguji sensitivitas model. Dua 

metode serangan digunakan, yaitu Fast Gradient Sign Method (FGSM) dan 

Projected Gradient Descent (PGD). Pengujian dilakukan pada dataset MRI tumor 

otak dengan empat kelas menggunakan model RT-DETR dengan variasi backbone 

ResNet-50 (RT-DETR-R50) dan ResNet-101 (RT-DETR-R101). Kinerja dievaluasi 

menggunakan Mean Average Precision (mAP), dan metode pertahanan Adversarial 

Training berbasis PGD (PGD-AT) diterapkan. Hasil penelitian menunjukkan 

bahwa RT-DETR-R50 unggul dalam akurasi baseline (mAP@0.5 sebesar 93,0), 

namun RT-DETR-R101 sedikit lebih stabil terhadap serangan. Pada model RT-

DETR-R50, serangan PGD menyebabkan degradasi performa sebesar 41,26%, 

lebih tinggi dibandingkan FGSM sebesar 30,58%. Penerapan PGD-AT berhasil 

meningkatkan robustness model secara signifikan, di mana degradasi akibat PGD 

pada RT-DETR-R50 ditekan menjadi 16,34% dan akurasi baseline meningkat 

menjadi 95,20. Temuan ini menunjukkan bahwa RT-DETR masih kurang robust 

terhadap gangguan kecil pada citra, namun penerapan Adversarial Training terbukti 

dapat meningkatkan keandalannya secara signifikan dalam aplikasi medis. 

 

Kata kunci: Adversarial Attacks, FGSM, MRI, PGD, Robustness, RT-DETR 
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ABSTRACT 

Brain tumor detection using Magnetic Resonance Imaging (MRI) plays a crucial 

role in medical diagnosis. While deep learning models offer significant potential to 

enhance diagnostic efficiency, previous studies indicate that these models are 

vulnerable to minor data perturbations. Such vulnerabilities can drastically 

degrade prediction accuracy, potentially leading to erroneous medical diagnoses. 

The increasing complexity of model architectures raises concerns regarding 

robustness, particularly in medical applications requiring consistent predictions 

and resilience against image artifacts. This study evaluates the robustness of the 

Real-Time Detection Transformer (RT-DETR), a Transformer-based object 

detection model, using adversarial attacks—techniques that introduce 

imperceptible perturbations to images to assess model sensitivity. Two attack 

methods were employed: the Fast Gradient Sign Method (FGSM) and Projected 

Gradient Descent (PGD). Experiments were conducted on a four-class brain tumor 

MRI dataset using RT-DETR models with ResNet-50 (RT-DETR-R50) and ResNet-

101 (RT-DETR-R101) backbones. Performance was evaluated using Mean Average 

Precision (mAP), and a PGD-based Adversarial Training (PGD-AT) defense 

mechanism was implemented. The results indicate that while RT-DETR-R50 

achieved superior baseline accuracy (mAP@0.5 of 93.0), RT-DETR-R101 

demonstrated slightly greater stability against adversarial attacks. In the RT-

DETR-R50 model, PGD attacks caused a performance degradation of 41.26%, 

which was more severe than the 30.58% degradation caused by FGSM. However, 

the implementation of PGD-AT significantly improved model robustness; for RT-

DETR-R50, degradation caused by PGD was reduced to 16.34%, while baseline 

accuracy improved to 95.20. These findings suggest that while the standard RT-

DETR model lacks robustness against minor image perturbations, the application 

of Adversarial Training significantly enhances its reliability for medical 

applications. 

 

Keywords: Adversarial Attacks, FGSM, MRI, PGD, Robustness, RT-DETR 
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