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ABSTRAK

IMPLEMENTASI METODE SOFT VOTING CLASSIFIER
MENGGUNAKAN K-NEAREST NEIGHBORS DAN GAUSSIAN NAIVE
BAYES DALAM DETEKSI SERANGAN REFLECTION-BASED DDOS
(Oleh : Arios Gionaldi; Pembimbing: Muhammad Itqan Mazdadi., S.Kom.,
M.Kom. dan Fatma Indriani., S.T., M.LT., Ph.D.; 2026; 89 halaman)

Serangan Distributed Denial of Service (DDoS) merupakan ancaman siber serius
yang dapat melumpuhkan layanan infrastruktur jaringan komputer, khususnya
serangan reflection-based DDoS yang mengeksploitasi server pihak ketiga sebagai
reflektor untuk memperbesar volume trafik ke arah target. Penelitian ini bertujuan
untuk mengimplementasikan dan menganalisis performa metode Soft Voting
Classifier yang mengombinasikan algoritma K-Nearest Neighbors (KNN) dan
Gaussian Naive Bayes (GNB) guna meningkatkan akurasi deteksi serangan
berbasis refleksi. Alur pra-pemrosesan data dirancang secara konsisten
menggunakan arsitektur pipeline, yang meliputi pembersihan data, standarisasi
skala menggunakan StandardScaler, seleksi 30 fitur teratas berbasis Mutual
Information, serta penyeimbangan distribusi kelas data latih murni menggunakan
teknik Synthetic Minority Over-sampling Technique (SMOTE). Eksperimen ini
dieksekusi menggunakan dataset standar industri CIC-DDo0S2019 versi Mendeley
dengan total volume data sebesar 354.981 baris log lalu lintas jaringan. Berdasarkan
fase validasi silang (Cross-Validation), arsitektur model gabungan berhasil
mencapai performa terbaik pada parameter jumlah tetangga & = 3 dengan
pembagian kombinasi bobot kontribusi tertimbang final sebesar wxkny = 0,8 dan
wens= 0,2 yang memperoleh F/-Score rata-rata sebesar 99,81%. Pada pengujian
final menggunakan 20% data uji independen yang diisolasi, metode Soft Voting
Classifier menghasilkan performa klasifikasi yang sangat superior dengan nilai
Accuracy sebesar 99,76%, F1-Score sebesar 99,71%, serta keunggulan mutlak pada
metrik Area Under Curve (AUC) tertinggi mencapai 99,90%. Hasil eksperimen
membuktikan bahwa integrasi nilai probabilitas kontinu dari GNB efektif dalam
mengkalibrasi peringkat probabilitas model, sehingga menghasilkan kemampuan
diskriminasi kelas yang hampir sempurna dalam memisahkan trafik normal
(Benign) dengan trafik serangan (Attack).

Kata Kunci: Soft Voting Classifier, K-Nearest Neighbors, Gaussian Naive
Bayes, Machine learning, Serangan DDoS.
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ABSTRACT

IMPLEMENTATION OF THE SOFT VOTING CLASSIFIER METHOD
USING K-NEAREST NEIGHBORS AND GAUSSIAN NAIVE BAYES FOR
THE DETECTION OF REFLECTION-BASED DDoS ATTACKS

(By : Arios Gionaldi; Suvervisors: Muhammad Itgan Mazdadi., S.Kom., M.Kom.
dan Fatma Indriani., S.T., M.LT., Ph.D.; 2026; 89 pages)

Distributed Denial of Service (DDoS) attacks are a serious cyber threat that can
cripple computer network infrastructure services, particularly reflection-based
DDoS attacks that exploit third-party servers as reflectors to amplify the volume of
traffic directed at the target. This study aims to implement and analyze the
performance of the Soft Voting Classifier method, which combines the K-Nearest
Neighbors (KNN) and Gaussian Naive Bayes (GNB) algorithms to improve the
accuracy of reflection-based attack detection. The data preprocessing workflow is
designed consistently using a pipeline architecture, which includes data cleaning,
scaling standardization using StandardScaler, selection of the top 30 features based
on Mutual Information, and balancing the distribution of the training data classes
using the Synthetic Minority Over-sampling Technique (SMOTE). This experiment
was conducted using the industry-standard CIC-DDoS2019 dataset (Mendeley
version) with a total data volume of 354,981 network traffic log rows Based on the
cross-validation phase, the hybrid model architecture achieved optimal
performance at a neighborhood size of k = 3, with a final weighted contribution
ratio of wknn = 0.8 and wens= 0.2, yielding an average F1-Score of 99.81%. In
the final test using 20% of isolated independent test data, the Soft Voting Classifier
method produced highly superior classification performance with an Accuracy of
99.76%, an F1-Score of 99.71%, and an absolute advantage in the highest Area
Under the Curve (AUC) metric, reaching 99,90%. The experimental results prove
that the integration of continuous probability values from GNB is effective in
calibrating the model’s probability rankings, thereby yielding near-perfect class
discrimination capabilities in separating normal traffic (Benign) from attack traffic
(Attack).

Keywords: Soft Voting Classifier, K-Nearest Neighbors, Gaussian Naive Bayes,
Machine Learning, DDoS Attacks.
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