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ABSTRAK 

DETEKSI SERANGAN CYBER PADA JARINGAN KOMPUTER 

MENGGUNAKAN METODE XGBOOST DENGAN OPTIMASI 

HYPERPARAMETER RANDOM SEARCH 

(Oleh: Muhammad Irfan; Pembimbing: Muhammad Itqan Mazdadi, S.Kom, 

M.Kom dan Friska Abadi, S.Kom., M.Kom; 2026; 69 halaman) 

 

Serangan siber terus mengalami peningkatan sehingga diperlukan sistem deteksi 

intrusi yang mampu mengidentifikasi berbagai jenis serangan secara akurat. 

Namun, permasalahan ketidakseimbangan kelas pada dataset sering menyebabkan 

performa model klasifikasi menjadi kurang optimal, terutama dalam mendeteksi 

kelas minoritas. Penelitian ini bertujuan untuk meningkatkan performa algoritma 

XGBoost dalam mendeteksi serangan siber pada dataset NSL-KDD melalui 

penerapan seleksi fitur menggunakan SHAP, penyeimbangan data menggunakan 

SMOTE, dan optimasi hyperparameter menggunakan Random Search. 

Tahapan penelitian meliputi preprocessing data, normalisasi menggunakan Min-

Max Scaler, seleksi 20 fitur terbaik menggunakan SHAP, penyeimbangan data 

dengan dua strategi SMOTE yaitu SMOTE tidak seimbang dan SMOTE seimbang 

penuh, serta optimasi hyperparameter menggunakan Random Search dengan 5-fold 

cross validation. Evaluasi model dilakukan menggunakan metrik accuracy, 

precision, recall, dan F1-score.Hasil penelitian menunjukkan bahwa model  

XGBoost + SHAP memperoleh accuracy sebesar 82,32%. Penerapan SMOTE tidak 

seimbang meningkatkan performa model menjadi 83,04%, sedangkan SMOTE 

seimbang penuh menghasilkan accuracy sebesar 80,73%. Setelah dilakukan 

optimasi hyperparameter menggunakan Random Search, model memperoleh 

performa terbaik dengan accuracy sebesar 83,73%. Hasil tersebut menunjukkan 

bahwa strategi SMOTE tidak seimbang lebih efektif dibandingkan SMOTE 

seimbang penuh, serta optimasi hyperparameter menggunakan Random Search 

mampu meningkatkan performa model XGBoost dalam mendeteksi serangan siber 

pada dataset NSL-KDD. 

Kata kunci: Deteksi Serangan Siber, XGBOOST, SHAP, SMOTE, Random 

Search 
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ABSTRACT 

 

CYBER ATTACK DETECTION IN COMPUTER NETWORKS USING 

XGBOOST METHOD WITH RANDOM SEARCH HYPERPARAMETER 

OPTIMIZATION 

(By: Muhammad Irfan; Supervisor: Muhammad Itqan Mazdadi, S.Kom, M.Kom 

and Friska Abadi, S.Kom., M.Kom; 2026; 69 Pages) 

 

Cyber attacks continue to increase, making it essential to develop an intrusion 

detection system capable of accurately identifying various types of attacks. 

However, class imbalance in datasets often reduces the performance of 

classification models, particularly in detecting minority classes. This study aims to 

improve the performance of the XGBoost algorithm for cyber attack detection on 

the NSL-KDD dataset by applying SHAP feature selection, SMOTE data balancing, 

and Random Search hyperparameter optimization.The research process consisted 

of data preprocessing, data normalization using Min-Max Scaler, feature selection 

using SHAP to obtain the top 20 most important features, data balancing using two 

SMOTE strategies, namely partially balanced SMOTE and fully balanced SMOTE, 

and hyperparameter optimization using Random Search with 5-fold cross-

validation. Model performance was evaluated using accuracy, precision, recall, 

and F1-score metrics.The experimental results showed that the XGBoost + SHAP 

model achieved an accuracy of 82.32%. Applying partially balanced SMOTE 

improved the model performance, resulting in an accuracy of 83.04%, while fully 

balanced SMOTE achieved an accuracy of 80.73%. After hyperparameter 

optimization using Random Search, the proposed model achieved the best 

performance with an accuracy of 83.73%. These results indicate that the partially 

balanced SMOTE strategy is more effective than the fully balanced SMOTE 

strategy, and that Random Search hyperparameter optimization further improves 

the performance of the XGBoost model for cyber attack detection on the NSL-KDD 

dataset. 

Keywords: Cyber Attack Detection, XGBOOST, SHAP, SMOTE, Random Search 
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