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ABSTRAK 

 

Era digital saat ini memberikan kemudahan bagi masyarakat di berbagai 

sektor, terutama dalam akses informasi yang dapat diperoleh dari banyak sumber 

di internet. Namun, kebebasan berinternet juga menyebabkan meningkatnya 

kejahatan siber yang menjadi masalah serius. Menurut laporan monitoring dari 

Badan Siber dan Sandi Negara (BSSN), Indonesia mengalami total 2.479.875.997 

anomali serangan siber antara Januari 2021 hingga Agustus 2022. Dengan 

banyaknya kasus serangan tersebut, diperlukan sistem yang efektif untuk 

mendeteksi, mencegah, dan memantau jaringan komputer. Penelitian ini 

menerapkan sistem hybrid Intrusion Detection System (IDS) yang menggunakan 

OSSEC dan Suricata, serta menggunakan Elastic Stack untuk manajemen log 

untuk monitoring server. Hasil penelitian menunjukkan bahwa sistem IDS hybrid 

ini mampu mendeteksi semua jenis serangan yang diuji, termasuk port scanning, 

brute force, SQL injection, dan denial of service (DoS). Selain itu, sistem ini juga 

dapat memblokir akses serangan dengan memanfaatkan fitur firewall seperti 

Iptables. Hasil deteksi dari IDS hybrid berhasil divisualisasikan menggunakan 

Elastic Stack, menunjukkan efektivitas sistem dalam meningkatkan keamanan 

jaringan komputer. 

Kata Kunci: Intrusion Detection System (IDS), OSSEC, Suricata, Firewall, Elastic 

Stack 

 

 

 

 

 

 

 

 

 



vii 
 

ABSTRACT 

 

The current digital era provides convenience for people in various sectors, 

especially in accessing information that can be obtained from many sources on 

the internet. However, the freedom of the internet has also led to an increase in 

cybercrime, which has become a serious problem. According to a monitoring 

report from the National Cyber and Crypto Agency (BSSN), Indonesia 

experienced a total of 2,479,875,997 cyber attack anomalies between January 

2021 and August 2022. With so many cases of these attacks, an effective system is 

needed to detect, prevent, and monitor computer networks. This research 

implements a hybrid Intrusion Detection System (IDS) system that uses OSSEC 

and Suricata, and uses Elastic Stack for log management for server monitoring. 

The results show that this hybrid IDS system is able to detect all types of attacks 

tested, including port scanning, brute force, SQL injection, and denial of service 

(DoS). In addition, this system can also block attack access by utilizing firewall 

features such as Iptables. The detection results of the hybrid IDS were 

successfully visualized using Elastic Stack, demonstrating the effectiveness of the 

system in improving computer network security. 

Keywords: Intrusion Detection System (IDS), OSSEC, Suricata, Firewall, Elastic 

Stack 
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